
A Different Type of Cyber Attack 
In a remarkable cyberattack, hackers targeted an unnamed casino not through its main
computer systems but through a seemingly harmless device – a digital thermometer in an
aquarium in the casino's lobby. This internet-connected thermometer was part of a larger
network of devices known as the Internet of Things (IoT), which includes everyday
objects like smart assistants, fridges, and lights, all connected to the internet. The
thermometer was connected to the internet so that the temperature of the fish tank could
be remotely monitored and controlled.

How the Hack Happened 
The hackers found a weak spot in the thermometer’s security. They used this
vulnerability to gain access to the casino's network. Once inside, they navigated through
the network and reached the casino's database, which contained information about high-
rolling regulars. This sensitive information was then stolen and sent back through the
network, exiting through the same thermometer, and eventually uploaded to the hackers'
cloud storage. 

The Casino 
Heist Through a 
Fish Tank
In a surprising turn of events, a casino's
computer system was cleverly accessed
by hackers through a smart
thermometer. How did this happen?
Read on!

Response to the Incident 
The cybersecurity community was alerted to
this unique breach by Nicole Eagan, CEO of
Darktrace, a cybersecurity company. The
incident highlighted a significant issue in the IoT
world: the lack of robust security measures in
these devices. Since manufacturers often focus
more on performance and usability than on
security, IoT devices can become easy targets
for hackers.



Preventing Future Attacks 
To prevent such attacks, it’s important to take a multi-faceted approach. Firstly, only
necessary devices should be connected to critical networks, and these should be
protected behind firewalls. Regularly updating operating systems and software can
patch known vulnerabilities. Using reliable security products can offer an additional layer
of defense for all devices within a network. Perhaps most importantly, educating oneself
about the potential risks and safeguards of IoT products is crucial. This awareness can
lead to better practices in selecting and managing internet-connected devices.

A Wake-Up Call 
This incident serves as a wake-up call about the potential risks associated with IoT
devices. It underscores the need for more secure design and manufacturing practices for
these devices and the importance of being vigilant about network security in an
increasingly connected world.

Glossary: 

Write a definition for these terms in your own words:

Cyber Attack:

Internet of Things (IoT):

Digital Thermometer:

Network:

Vulnerability:

Database:

Cloud Storage:

Cybersecurity:

Firewalls:

Software Updates:


